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SUBJECT: DIFFERING PROFESSIONAL OPINION REGARDING NRC'S

REDUCTION OF EFFECTIVENESS AND EFFICIENCY IN THE
“STAFF RECOMMENDATIONE" OF THE FOLLOW-UN OSRE
PROGRAM FOR NUCLEAR POWER PLANTS

Thiz Differing Professional Opinion {DPC) protests the “staff recommendations™ for & follow-on
program o the operational safeguards response evaluation (OSRE) program.  The “staff
recommendations” are forwarded in SECY 99-04 of Jamuery 22, 1999, They are weak and non-
commital, and will reduce the effecdveness and efficiency of the nudlesr power mdustry's
counter-terrorist capability. Specifically, these recommendations would not assure that nuclear
power plants can meet the requirements of 10 CFR 73.1 and are capable of protecting against the
design basis threat for radiolopical sabotage.

This DPC also identifies that the NRC commitment to Congressman Edward Markey bas not
been met. Om December 15, 1998, the BRC Chairman stated, in part, 10 Congressman harkey
thal, “The goal of the stafls re-evaluation iz Lo identify mare effective and more efficient
methods of testing Loensess” contingendy response capabilities.. ™ The draft “staff
recommendations™ are, by far, less effective and less efficient,

Two specific alternatives to the “staff recommendzations” are provided, The following WRC stafl
have read and personally support thesze alternatives: Thomas W. Dexter, Senior Security
Ingpector, Regian IV, Dennis W. Schaefer, Security Inspecior, Region IV; A Bruce Earmest,
Becunty Inspecior, Repion IV, These saleguards inspectors unanimously agres that the drad
“staff recommendetions” are, by far, less effective and less efficient,

LChronology of Evenis:

L, In the summer of 1998, the Office of Nuclear Reactor Resulation (KRR} decided to
terminate the OSRE program at the end of the fisee] year. B was so tetminated. There
wis o formal, wniten anpouncement

2 In August, 1998, two differing professional views (DPY) were submitted to the Director,
WERE, protesting the caneellation.
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3. In November, an NRR DPY panel recommended the pragram be terminated pending
resolution of other issues. {This DPD protests this decision of the DPV panel )

4. In November, the NRC Cheirman Jearning of the program’s cancellation from public,
congressional, and administration (National Security Council) sources, directed the staff' to
reingtate the OSRE program,

5. In December, WRR submitted 3 proposal for a follow-on program to the OSRE. (This
DPO protests part of the “staff recommendations™ in the OSRE fallow-on program. )

&. The following issues are included m this DPO:,

A The decision of the orginal DPY panel was incorrect and was not responsive o
the basic mission of the NRC - To Protect the Health and Safety of the Public.

B The fiur {4) NRR “staff recommendations™ were: (1) Speaific onby with respect
to terget-identification, end non-specfic as ta the actus® purpose, cntena, and
freguency of the follow-on program; and (2} the “next best thing” ta a pragram
cancellation, Unspecified parts of the recommendation melude:

. Elminating the experience and skills provided by the NRC contractors,

. Replacing the present 7-person OSRE gssessment team with one NEC
“observer”,
. Allowing the industry to determine the content and frequency of tha

evaluatinfexerciass.

These program-modifications included with the “staff recommendations™ would, in effect,
replace g stromg, expert team evaluation with one person, [acking the necessary, special
expertise, to rubber-stamp licensees’ self-determined efforts. The draft recemmendations
are enclozed.

Alternatives for NRC's Follow-On Program

Two specific alternatives for a follow-on program are suppesied. The first alternative
{recommended) retaing WEC contral of the evaluation, but at the region level, ehminstes one
NRE. FTE/posttion, and retains the cors expenenice and skills of the confractors.
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BACKGROUND

Orn Aupust 7, 1998 two DPVs were submitted protesting NRR's decision to eliminate
cperational safepnards response evaluations (OSRES) at the end of the fzcal vear, OSRES focus
on the ability of nuclear power plant to protect against a “violent external assault™ aimed at
causing radiological sabotege (10 CFR 73.1), with equivalent congsquences of Chernobyl, In
effect, it is the only program WRC has that direetly focuses on the terrorist threat against nuclear
power plants, whether by overt or sumreptitious attack. The heart of this pragram is nuclzer
poweer plant security force demonstrations of their armed respanse capability in onsite force-on-
force exercises. Significant wesknesses were identified in 27 of the 57 plants (or 47%) evaluated
ic date. “Bignificant™ here means that a real attack would have puot the nuclear reactor in jeopardy
wilh the potential for core damage and a radiological release, Le, an American Chemobyl.

The OSRE methodology states that the OSRE team “assomes thar significant radiological release
would be the objective of power reactor radiclogical sabotage and uses prevention of significant
core damage &5 an evalvations eriterion.” The methodology also provides the four sub-criteria
that the OSRE team uses to evaluate the licensees' response capability; “the ability of responding
afficers 1o arrive at suitahle interdicting positions in timely fashion, in sufficient numbers, 2nd
appropriately armed and equipped,” Simply put, if a licensee fails fo meet the four security sub-
cnienia, they have a significant weakness in their ahility to protect against radiclogical sabotage.
Twenty-seven plants, in 40 exercizes, failed 1o meet these four sub-criteria. Moreaver, the
slralegny andior execution involved in those exercises were clear and convineing evidence of an
mability ta protect vital equipment apainst the design basis threat. These weakneszes occurred
despite a 6-12 month advance notification of the OSRE date and {unchanging) schedule ef events
Acting under NER guidance, only the security weaknesses, and not their operational impect, were
normally included in the fingl NRC report.  All of these security wesknesses have been corrected.

The “staff recommendations™ egregiousty misstales'mitigates the failure of the industry to protect
critical vital equipment as demonstrated in OSREs. The “staff recommendations™ paper states
thai “the program identified a number of minor weaknesses and some sipnificant weaknesses in
hcensee performance.” (see page 1) This is expanded (on page 3) where it is stated that, “.. OSRE
teams identified weaknesses ai 27 plants; some of these weaknesses related to failures to prevent
mock adversary forces from gaining access to vital equipment ™ In fact, 21l of weplqeszes | not
“some”, related 1o & demonsirated inebility to prevent mock adversary forces from gaining access
to vital equipment which could, if sshotaged, cause core damage and radioactive releass. For
example, 14 of these plants were unable 1o prevent mock adversary forces from gaining
{samulated} access into reactor containment! That i not & minor weakness. (All weaknesses have
since been comrected.} Becurity furces st twenty seven plants were not able ta deny (mack)
intruder entry and (simulated) radiological sabotage in one or more onsite exercises,

A second part of this program are “assist visits™ 1o NRC regional inspestions of plants. In these
nspections, the OSRE team contraciors physically challenge/test the perimeter sensors, camera



systems, and access control systems ability 1o detect and 1dentify atiempts to enter the plant
undetected. These tests are focused on that part of the design basis threat for radiclogical
sabotage (10 CFR 73.1) that stipulates ™, atiack by stealth..” The OSRE team has defeated
penmeter and access contro] systems (1.¢,, were not detected) by unsophisticated - but
knowiedgeable - means.  Most, but not &l), of these identified weakmesses have been correctad.

All nuclesr power plants write physical secunty plans (PSPs) to meet federal regulations
govermang the pratection of their plants which NRC approved before the plants were licensed 1o
operate. NRC then, except for OSREs, inspects for compliance with these plans. OSREs
however, were inténdsd to be tests of a plant's capability, not its security plan, The ertenon for
OSREs is regulatory, 1.6, the design basis threat for radiologicsl sabotage as definsd in 10 CFR
73.1, Repional “assists”™ however, are based in compliance with the security plan, elthough
challenge testing, utiiizing the capabilities of the design basis threat is performed as well.  Ofthe
40 weakmesses identified at 27 of the 57 plants heving had an OSKE to date, and the over §00
weaknesses identified in over 30 “assist visits " and in 70 OSRE predecessor evaluations (ealied
Fegulatory Effectiveness Reviews, or RERs), over 90% were bevond plan commitments and,
therefore, beyond normal NRC compliance measures, e g, NRC could not cite and fine them.
Howewer, all weaknesses in O8REs and RERs were within the scope of the design basis threat
and have been corrected.  For example, in 54 of the 57 OSRESs, the average plant used £2% mare
armed responders than they commit to in their plan. Therefore, they cannot be cited for 2
vioiation of their plan if they reduce their response force to their plan commitment, The
Chairman, advised of this situation, decreed that the remaining 11 OSREs would be conducted
with the number of responders in the plan. This high frequency of plants with weaknesses
occurred after every plant had from 6 to 12 months advance warning of ther OSRE date. Plam
security directors have advised that they spent from $140k to $1.5m getting ready for their
OSRE. They sent chservers to prior OSREs. They conducted a target analysis, evolved a (new)
response ptravegy, tested and validated it, made physical modificetions to delay ammed intruders
and 1o profect their responders, and trained and exercised their shift response forces.

This is nothing less than evidence of an abject failure by the maclear industry to be capable - by
themselves - of prolecting against radiologicel sabotapge. It took the threat of an OSRE 1o make
them prepare to be “ready”, and 47% still were not “ready™ to protect against the design basis
threat for radiclogical sabotage. Yet on page 3 of the “staff recommendations™ | it is stated that
the *,,. Task Force concludes that the industry can assume more responsibility for performance
assessment of tactical response capability, thersby reducing the NRC's role in the assessment
while preserving the same level of confidence in the finel product.” That is not & conclusion; it is
@ preference (by portions of NRC staff). A conclusion rests on data, events, evidence of some
sort. All the evidence since 1582 overwhelmingly demonstrates that, without the pressure of
NEC's RERs or OSREs, the nuclear power industry has failed (o agsure protection against
radiological sabotage.  And now there is increasing pressure throughout the muclear power
industry to reduce costs, and security forces are taking direct hits; reduction in annual budgets,
reductions in number of security officers, A countervailing pressure is necessary.



" Assist visits” by the OSEE team are, however, conducted/led by regional inspectors whe are
aliowed to inspect only for compliance (with the security plan}. As & result, weaknesses
identificd by the team (using the capabilities of the design basis threat) frequenthy falf inte the
category of “beyond security plan commitment.” Therefore, comection of these is not required’

There have been threats against nuclear power plants.  NRC has alza just sliminated $400,00 for
ME.Cs portion of the jointly funded NRC/Department of Energy (DDE) Communicated Threat
Credibility Assessment Team (CAT). The CAT has been a long-established, effective program for
responding to certain threats imvolving NRC licensed facilities. The CAT provided & mechanizm
for coordinating with DOE and the Federal Bureau of Investigation (FBI) during & nuclear threat
response. WRC has a long stending commitment to the FBI in & Memorandum of Agresment.
Eoth DOE and the FBI wrote strong letters of protest that urged the NRC to restore funding,
support and participation, Further, this action flies in the face of significanily increased Federal
emphasis and cammitment of resources and money to respond to threats and incidents invobdng
chemical, biological, nuclear, and radicactive materials, i e, weapons of mess destruction, An
NRC penel, responding to a DPV, recommended NRC resume "“full-fledged participation” in the
CAT but “vigorously pursue alternetive funding mechanisms"...  Inyet another action, NRC staff
has degraded its capability to assure proper anatyzis and action in the arena of enti-terrorism. Thiz
1z just another example of the low priorty that NRC places on anti-terrorism.

The Government Accounting Office (GAO), in their 1977 report to Congress titled, “Security at
Nuclear Powerplanis — At Best, Inadequate,” also noted the insdequacy of plants’ security plans
and recommended that NRC should (inter alia);
“Authorize and encourage inspectors Lo go bevond approved security plans when
appraising security systems and implement a timely procedure for comecting deficiencies™ and,
“Develop and implement additional procedures to provide grester assurance that
inspections are consistemtly thorough and make unannounced inspections.”

Licensee security plans have been demonstrated to NOT be sufficient, &nd may never be.
Compliance (with gecurity plans) has been demonstrated over 17 years of testing o be an
insufficient toal. GAQ noted that in 1977, and it has been thoroughly documented by the over
150 inspection results noted above that took place between 1982 and 1999, Tn view of this, the
NRC should reconsider its misleading April 2, 1998 response to the Justice Department”s (DOT
“3-year Inter-Agency Counter-Terronsm and Technology Crime Plan Survey,” Item B1 called
for the following to be addressed: "Deterrence, prevention or response to physical attacks on
crtical ULS. Infrastructures™ The NRC response was, “Commercial power reactor facilities are
required by NRC to protect against radiological sabotage. Fuel famlities which possess NNNM
must protect against thefl of material. As such, NRC regulations require the development,
maintenance, and implementation of contingeney plans for response to malevalent events™ This
infers that the contingency plans provide adequate “deterrence, prevention, or response. ™ Yet
27 of 37 nuclear power plants were not able to demonstrate - by their own eforts - that they
could provide adequate response “10 physical attacks on critical 1.5, infrastructure” And the



question comes to mind; for how many years had that situation existed?

Further, all of these inspections were announced well in advance. They were, however,
consistent. All of the 57 QSREsz to date have had the same basic schedule of events {times vaned,
not events). And gll were tested with the same desipgn basic threat. However, the test did got
uiilize the fiall capabilities of the desien basis threat as stated in the repulations: NRR. managemant

had also piaced other (unwritten) restrictions on the threat.

The OSRE team on site consisis of ¥ people to enable the team to evaluate the efforts of several
attackers gomg to several locations (targeds), the many responders coming from different |
scattered positions to different interdicting positions, and the command and control from security
and operations. A (simulated) attack on & nuclear power plant is a very fast moving and
complicated event. To evaluate these artack/defense seenanps, the DSRE feam consiste of 2
security specialists and 1 noclear engineer (for target analysis) from NRR, 1 NRC regional
security inspector, and 3 contractors. The very nature of these (simulated) violent exercises
reguires specialized experience and training in the core evaluators. Each of the contractors has
had 8 to 14 years of infense specialized militery training and exercising, and field operaticns in
the elements invelved in OSRE: and regional “assist visits.” They are experienced in small force
combat lactics, communications, command and control, use and capability of autometic and
military weapons and explasives, explosive emry, ballistics, and barrier penetration. The NRC
provides them with training in perimeter sensor and acoesz control equipment, although they
provide the physical skills - and ape - to perform challenge testing in these areas.  Also, because
of their previous draining and qualifications, we are able to conduct annueal training and field
1esting at a government site in areas, ¢ g ballistics and explosive entry, to keep abreast af the
latest modifications that licensees have made 1o their plant. For example, how much of a time
delay did the plant gan by 3 specific hardeming of g portal? Dhid they delay “adversaries” fong
enough 19 enabie scoumty officers to reach an imterdicting position?

To become proficient and expert {more so than the lcenses being evaluated) in all of these takes
cansiderabla time - years - as well as armual retremming and field testing. There are some WRC
personnel with pnor relevant militery expenence, but they are in the minority and approaching
retirement age.  Our contractors are recognized in the industry 2s expert in these areas, in fact
more expert than the licensees. They provide instant credibility 1o OSRE findings. NRC
inspectors have neither the long and relevant experience and raining of the contractors, nor the
physical abilities necessary to challenge penimeter systems and to mn, climb with, and observe,
mock terrorists or responders in DSRE exercizes.

The OSRE team and the OSRE process, besides being recognized ag expert and effective by the
U.5, nuclear mdustry, has recerved the uliimate compliment, it #s bemg copied. The muclear
regulatory agencies of the governments of five other countries, after their represemtetive have
observed an OSRE or regional assist, arc copying sl or parts of it



[ learned of the elimination of the OSRE program in the summer (1998 by word of mouth from
my Division Director. NER had just crossed it out of their budpet. There was no wnitten
cancellation or notification,

My Aupust 1958 DPY was formally supporred by & WRC regional security inspectors, three of
whom also saw fit to submit their own DFV protesting the elimination of the OSRE program.

The NRE panel, in Movember 1998, recommended terminating the program pending review of the
kind of program needed in this anti-terrorism grena,

The Chairman, leaming of the program ehimination in November from the media promptly
directed the NRC to reinstate the program, and called for a review of what was needed. The
*poal of the (NRC) staff's re-evaluation”, as stated by the NRC Chairman in 2 December 13,
1998 Jetter to Congreseman Edward Markev, “is to identify more effective and more efficient
methads of testing licensees’ contingency response capabilities,..” The WRC has a staff of over
2,000 people and a budget of about $500m; the OSRE program narmally cpsts 3 full-time pecple
{now reduced by NER to 2 full-time and one part-time - about 2084), & contract of 90k per vear,
and about 20k for field-testing. The “product” can be measured in terms of 57 nuclear power
plants that now should be able to demonstrate the ability to protect ageimst the design basis threat.
Questions to consider are:
{1} 1n view of the considerable effors that virtually all plants took before their OSRE,
hew many nuclear plants would have “significant weaknesses” identified m the:r OSRE -
beyond the 27 that did - if the OSRE had been unannounced?
(2} Since the fill DBT was not utilized during the first 57 OSREs, should not it be uhilized
in the next eleven and in the succesding OSRE-replacement?
(2) What will NRC do in the future to counter the ubiquitous, mcreagingly intense
pressure in the nuclear power industry to cut seeurity costs, especially persannel costs?
{3) Why "fix" something that isn't broken? The OSRE program and concept costs the
MNR.C very little, and iz “facilitating” & drastically higher level of protection at nuclear
porwer plants than existed when the industry was left to “regulate themselves™,

THE FUTURE

KRR, in December 1998, submitted a recommendation for & follow on program. This “staff
recommendation’” was only the position of NRE management - which t=rminaied the program in
the budget process, and is planning on termunating the $90k contract - and four task force member
of NER staff, none of whom signed a DPY protesting the OSRE termination. None of the NRO
inspettors who did sign & DPV perticipated in the draft NRR recommendations.

The first two recommendations are specific with respect to target-identification, and are
appropriste and needed.  However, the 3™ and 42 recommendations are non-specific as to the
actual purpose, criterie, and frequency of the follow-on program. 1t appears to be the “next best



(1.c.,worst) thing” to eliminating the OSRE program, if that is the intert. Although not
spesificaliy mentioned in the recommendation, the plan includes: canceling the OSRE contract,
eliminating the experience and skills the contractars provide (that NRC does niot have), replacing
the prescnt 7-person assessment team with one NRC “mspector”, and aliowing the industry to
determine the content and frequency of the evaluation I submit that the recommendation does
nat commit NRC to a meamingful, strong eourse of action. It would, if implemented, result in &
meaningless NRC rubber-stamping of whatever the industy decided it could afford. It does not
teke the terrorist threat seriously.  While resommendations 1 and 2 actually require licensee
action, numbers 3 and 4 talk about considering and developing changes but would allow Hicenses
control and NRC observation (not contrel) of exercise content and prosecution

I offer two, alternative plans-of-action. They commit the NRC to take zction to compel the
industry to demonstrate the capability 1o protect against the DBT. Rule changes may be required
to meet NRC's proper role and responsibility, Both alternatives would continue QSREs until all
plants had had an mitial GSRE. However, m accordance with the Chairman's directicn, all
QSREs would henceforth require plants to use the number of armed responders they eammit to
in their physical security plans. The plants would alsa be required to specify - end commit ta -
any plrysical changes made to the plant to assist their effort to protect public health and sa%ety,
The entire DBT will be used, unlike now, and other restrictions would be reconsidored.

Both of these alternatives would not require any additional assets. In fact, alicmative one would
allow NRR to complete their ongoing reduction of security persons dedicated to the OSRE
program to one (from two). Mar wauld it require that a1l regional inspectars be trained or
experienced in tne elements invalved in OSREs and regional assists to become es proficient and
expert as our contraciors (and more s0 than the kicensee personnel being evaluated). Howeves,
some of this specialized training would undeubtedly be of value for our regional inspectars.



AL TERMNATIVE FOLLOW-ON PROGRAME TO THE OSRE

Both alternatives would continue OSEEs until all plants had had an intia]l DSRE. However, In
accordance with the Chairman's direction, all QSREs would hencefonth require plants to vse the
nuirber of armed responders they commut to in their physical security plans. The plants would
alse he required to specify - and commit to - any physical changes made 1o the plant to assist their
effort to protect public health and safety. The entire DBT will be uged, unlike now, and other
restrchions would be reconsidersd.

Alternative #1. (Recommended) The repional mspactors will request a “regonal assist” for an
inspection. The assist will be pravided by twa HQ personnel {one security, one nuclear enginger)
and thres expert, experienced contractors, as currently is the case. However, the regional assist
would include sufficient foece-on-foree exercises (o ensure that the leansee demanstrate thetr
ability to interdict the design basis threatl as defined in 10 CFR. 73,1 Physical testing of the
perimeter protection system (1.e, the intrumon detection system and the alarm assessment gvstem)
and access control systems {e.2. metal detectors) would continue to be part of the remonal assist.
Including these in an assist will evaluate the licensee's capability against both the viclent overt
attack and the surreptitious attack by the design basis threat. This type of assist shall be done at
least ooce every 3 years. (This will mean 4 continuation of about 20-24 evaluations per year.)
Failure to demonstrate an imerdiction capability or satisfactory detection or assessment
capebilties wAll result in an order to comrect or & violation,  All testing would be based on the
capebility of the design basts threat, Physical _5[,:I:uﬁt.r plan commitments would be reguired to
messt the challenge of the demgn besis threat and performance statements 1n the (Tevised)
resgulations

Alternative #2.. Continue the NRC headquarters OSRE team and program as it exists. Requize
plants 1o demonstrate the shility to intecdict the DBT in an OSRE tailored for each site, Faifure
ta da sa will result in an erder 1o camest or a violation {of 10 CFR73.55(a)). All licensces shall
be alsa required Lo exercese ther shift response forees and their site protection system on an
armual basis for framing and self-vabdation of their interdiction capability. The site protection
system, including delay barriers and responder protection measures shall be inchided in their
security plan. As & separate measure, “regional assists”, which focus on the penimeter protection
gystem, will continue to be conducted at the same frequency as DEREs, 1.6, each plant would be
visited every 7 years by the OSRE team for 2 capability readiness evaluation and ilso for the
perimeter, elc., regional asgist testing. Testing for both evaluations will emphasize the capability
of the DBT (in contrast to the anificial limitations imposed in some securty plans). The regional
essist would also include table-top, time-line dnills and may nclude one {or more) force-on-force
exercizes a3 an intenim evaluation of the Loensee's interdiclion capabiliy.
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EXPERIENCE:

ITSNAVY, 24 years. Was Frogman {Seal), Commanded a Destrover, Combat dury in Vietnam
War included one year, in-countey a5 adviser o VNN “Junk™ and River Aszaulc Group units, 2nd
six manths Naval Offshore Gunline (Drestroyer), Directed 1715, Navy world-wide programs for
safery & security of tactical nuclear weapons and for the security of conventional ordnancs
iAA&E program) and related RE&T programs; Has had specialized combat and weapons Lraiming
(military and civilian), and other shipboard duty; Fleet Commander staff, Board of Ihrectors,
Navy PO School Foundation.

TISHRC, Hired in 1984 for 2-vear term, axlendsd in 1986, permanent slatus in 1987, promotsd
in [958 {accretion of duties), THigh performance awards 3 *85, &0, 82, 85, & 55; RER/OSRE
Tewm Leader F988 to present; Flave been 1o over 70 nuclear power plants (incloding ALL of
thase cwrrenlly active In USA) with the RERAOSRE programs at least once {most twice). Have
trzined on physical security systems al Sandia INational Laboratory and at equipmant
manufaciaers” assembly and leal facilides.

EDUCAYION.

Graduate of Bromx Hizh School of Sclence [New York Cmy), Columbia Colleze {AB). vawval
Pastgraduale Schacl {MS), Naval War Collegs.
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